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Growth of network connections & data
Input —) S
Network device

Growth of programmable data plane architecture

Traditional Network Programmable Network

« Bound to specific hardware - Different hardware, same architecture

« Limited programmability « Enable programmable control

« High barrier to modification « Easy and centralised control and modification
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What Is In-Network Machine Learning?
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In-network ML refers to off load inference or entire ML processes
to the network.

In-Network Machine Learning Inference
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Motivation: 3Ls

Location

Latency

Load

Data Path ML Models
Traditional ML. =——)
In-Network ML /)

wh = Ll = === 58

Programmable Network Devices

Data Path ML Models —

Traditional ML =) E Ea
In-Network ML ——)

il = [ | =
o = Ll = e O
Programmable Network Devices
Data Path ML Models Processed
Traditional ML =) ezZZZ)
In-Network ML ——) w223 UU
= wf = L e B

Programrnable Network Devices
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« Along the path
« Already exist

« Shorter path

« Higher throughput
 Early termination
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What Is In-Network Machine Learning?
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General Machine Learning vs In-Network Machine Learning

Local PC, Servers, ... Location Network Infrastructures
CPU, GPU, ... Device = Oy =515 ==5 b
PISA
C, Python, MATLAB, ... Language P4
Training & Inference Manner Offline Training Online Inference
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Resources on network devices are very limited compared to PC or
servers.

— @ || D D (| | T
= I | o] | e ] | ] Y S RN NN

_Iimited mathematical operations
_imited memory

_imited data types

_Imited stages

> w e
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How to map?

1. Direct mapping solution
2. Encode based solution
3. Look up based solution

Model Configurations o Data Loader 9Dedicated P4 SO HREEEE — @ N[ =IN[ 1D |l D>, | IImm ::J
Use Case Configurations j Model | Trainer = | Common P4 |— Compiler 0 — ' = | = =) [T~
Architecture Configurations Trainer [ Standard P4 Tester Feature Extraction Mapped ML Model
Target Configurations Converter P4 Generator LL L oad model S, Standard Switch Program: Packet Forwarding o
PiLANTER o "ﬁ&, Servers & Control Plane O - Add/remove table entries f Data Plane
Zheng et al, Automating In-Network Machine Learning, 2022 Page 6
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Input Feature Space , Feature Tables Decision Table
miy

@ code 0 Feature n Table Decision Table

Partiti

@ :

Partiti

nb5

) [ [N ———

- Partition 2 -
======pr== Partition 1 ==7========-

--------------- Input: Fearure n value Input: All codes
code 1

: — Feature 2 Table > Output: Decision

Feature 1 Table

Logic (Optional)

<
ié Input: Fearure 1 value

@ S @ codg 2 Logical Operations

. : i : H Output: Feature 1 code

code O codel code 2 code 3 +1

n3

o
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Look-up based solution %6 FnEERn

Input Feature Space Feature Tables Logic Operations

Inputs: "y,"s, ... " & :> Feature n Table |:> Logical Operations

Input: Fearure n value " g

Decision Process Decision (Optional)

Feature 2 Table
ll + : + : - *!
Wi s e Feature 1 Table Decision Table
B+ 88+ =t
| Input: Fearure 1 value ", Input: Votes
#, + g+ = Output: #5/,# 5, ..., #, Output: Decision
Zheng et al, Automating In-Network Machine Learning, 2022 Page 8




Planter Framework
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Main Configurations User Inputs/ Created Files
|© © 1O
Trainer Standard P4 Compiler Data Loader Modular Architecture
i 1
It
COI'IVC = /9 © Lo Data Framework Main File
Dedicate P4 Common P4 Load model @ B .
-— Execution Procedure
Table Entries P4 Codes Load Table
Add/remove table entries - €) Mutinlae ML Moxel
Modular Use Case
’ f k desi
Planter’s modular framework design Data/Generated Files

Procedure Interaction

Zheng et al, Automating In-Network Machine Learning, 2022 Page 9
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Models: SVM, DT, RF, XGB, IF, NB, KM, KNN, PCA, AE, NN
Architectures: PSA, vimodel, TNA

Targets: Tofino, BMv2, P4Pi, Alveo FPGA

Datasets: Iris, UNSW, CICIDS, AWID3, KDD ...

Use Cases: Anomaly Detection, Financial Transaction ...

Zheng et al, Automating In-Network Machine Learning, 2022 Page 10
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Anomaly Detection loT Traffic Classification Load Balancing

1. Models Mapping 1. Continuous learning 1. In-network Q-Learning
2. Planter Framework 2. Runtime model update 2. QCMP Load Balancing
3. Packet/Flow/File Level 3. Federated learning
[l AgTent : ] -- «<0Q,a,s,s’
A stalte reward Agent Q(s, a)

I
i = & 8
ac‘tzon § R s

Data
Plane Environment

[ EnvironmentI ]

QCMP: SIGCOMM23 FIRA Workshop

Edge Computing, Financial Market Prediction...
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Anomaly Detection Use Case

3 1003 v o1 g
3 60 S
bl —
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Action Data Bits Model Depth
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Planter Results: System Performance %6 EfGinezhinG 18
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Anomaly Detection Use Case

Z 5
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%D = & ] &n
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Financial Market Prediction Use Case

2 100: -
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Hybrid Deployment Distributed Deployment

O@@@ Q@@@ O@@@ - input  Input

k code, k code, codes | label
VA

/
Add/remove table entries

Y

ML Training Backend Larger & more complex model
/\ r
y Control Plane 3
@D

Model to Switch Key | Featurel Key | Feature m Code Label

> k code; k code,, codes label g
Framework =3
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Data Plane Output Output Output Output Output

Feature Mapped Standard [ Low >
extraction ML model  p4 program Final Decision
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\ Bl =il >/ T
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Q: How to realize in-network ML mapping?
A: Three mapping solution: DM, EB, LB.

Q: How to easily map ML to the data plane?
A: Planter framework. v, p{ ANTER

Q: How to realize personalized use cases?
A: By adding new modules.

Q: How fto further scale ML model size?
A: Hybrid deployment & distributed deployment.
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