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261 April 2017

Let’'s go back in time...
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The Internet is very much ‘“alive’

Millions of BGP events occurring every day

15 Routers Monitored ~950,000 events per day from a single transit peer
410 active peers (both IPv4 and IPv6) ~202,000,000 changes per day
~120,000,000 Prefixes Advertised ~6,000,000,000 changes per month

How do we extract ‘signal’ from ‘noise’?

Can we apply techniques from other domains in
this pursuit?
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E2E architecture

Encoding app required to
perform ‘avro’ encoding of
BMP data

BGP App runs as a Spark
batch job, running periodically
Can be converted to a Spark
‘'streaming’ application for
near-real-time processing




What does this give us?

SNAS.io gives us the ability to record the dynamics of the Internet
PNDA platform enables -
‘Raw’ event recording capability, with horizontal scaling (HDFS)
Run analysis over very large data-sets with parallelism
Ask questions of the aggregate data about the Internet

Ask specific question
Per-prefix
Per-AS
Per AS-Path
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Top-N analysis

PREFDES ORGINATED AND TRANSITTED PER AS CONTROLS

Qe Pwnm ASN
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Path stability
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AS Connectivity — Deutsche Telekom
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AS Path variance — 6939 to 8386

Shortest path — 4 hops

Longest path — 29 hops

Longest unique AS path — 6

Unique paths - 9

Largest prepend count — 17

Prepend variation — [7-17]

Path with most updates — via AS1273

Data recorded in a 24hr period
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Security — Unallocated prefixes

Observed over a 12
hour period




More specific prefix detection

AS 12345 originates 100.100.0.0/18
Hijacker originates 100.100.63.0/24

Basically a needle in a large haystack, does
anyone notice?
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Looking for the needle using Jupyter Notebook
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MOAS/SubMOAS analytics (Designed for NANOG)
fond T-duy samples (1A0S/2017 - 2006/2017)

# displaying the taxt widget

st_inpet = widgets.Text(descriptioas"start Date”, wided=100, value="2017-05%.097)
days_lngut = widgets.Text (desaription="Nusber of days”, width=19840, value="1")
data _opta contalaer = widgets. NbBox(|st Llsput, days Lnpet))
display(data_opta_conataiser)
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Multi-Origin AS prefixes ‘add’ detected —
24 hour period

MOAS Count (2017-05-09)
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Sub-prefix injections over a 24 hour period

Divergent
AS Path

B Suspidous sub-prefix injections
B Legtimate sub-prefix injections

v Convergent
AS Path

125
41 ,,“4569’4-”503069.53”

me2g
O May 9 01h  May 5 04 G07n May910h May 9 13n May 9 16h May 9 190 May 9 22h

2017

© 2017 PNDA a Linux Foundation Collaborative Project. All rights reserved.




Sub-prefix injection victims — 24 hour period

Top 20 victim ASes (Start date: 2017-05-09))
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Sub-prefix injection attackers — 24 hour period

Top 20 suspicious attacker ASes (Start date: 2017-05-09)
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Move to real-time analytics

WA VT -

@ Vere orrwime e S e Pnacse s Ore Crge A2

Frefz eag! morpies Ml Ovigie AS S Multi Origia AS

: 3040 112w

© 2017 PNDA a Linux Foundation Collaborative Project. All rights reserved.



-
—
-— !

LF

a0 0"
- .

> o '

s e e

© 2016 PNDA a Linux Foun

dat
Gal

ion Collaborative Project. All Rights Reserved.
Linux Foundation is a registered trademark of The Linux Foundation. Linux is a registered
trademark of Linus Torvalds.

Please see our privacy policy and terms of use.



What is PNDA?

PNDA brings together a number of open source technologies to

provide a simple, scalable open big data analytics Platform for
Network Data Analytics

Linux Foundation Collaborative Project based on the Apache
ecosystem
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Where is PNDA today?

In service trials with two Service Providers

One platform supporting a range of use-cases including

Network security — Apache Spot
6CN
Virtualization infrastructure monitoring and analysis

Smart Cities
Smart Transportation use-cases
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PNDA

Visualisation L
Applications

and Exploration

Real SQL Data Unmnged
-time Query Exploration App

Processing Query

Metric
Visualisation

Search/ Event
Lucene Visualisation

Time
SEUES

Platform Services: Installation, Mgmt,
Security, Data Privacy

bnda

Horizontally scalable platform for
analytics and data processing
applications

Support for near-real-time stream
processing and in-depth batch analysis
on massive datasets

Decouples data collection and
aggregation from data analysis

Consuming applications can be either:
platform apps developed for PNDA or
client apps integrated with PNDA

Client apps can use one of several
structured query interfaces or consume
streams directly.

Leverages best current practise in big
data analytics
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bnda

Simple, scalable open data
platform

Provides a common set of
services for developing
analytics applications

Accelerates the process of
developing big data
analytics applications whilst
significantly reducing the
TCO

PNDA provides a platform
for convergence of network
data analytics
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Red-PNDA

Edgerode § (I2IRSAI0N

- A reduced set of components
providing a PNDA-like environment
for education and basic prototyping

Query
Exgiore

o p— - Miniature PNDA — fits your laptop

= - Lightweight simplified “Big Data”
T platform
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Potential

What can we do with large-scale collection of historical
event information?

Event impact analysis —
Stability
Security
Misconfiguration
Forensics

Application of ML/DL to data-set
Pattern-detection and network ‘weather forecasting’
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Where can | learn more?

www.pnda.io
https://github.com/pndaproject

https://github.com/pndaproject/red-
pnda

WWW.SNhas.Io
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