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Goal

Develop a system to detect and locate any middlebox 
interference on applications.
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Open platform --- PlanetLab

● 152 available PlanetLab nodes
● 28 countries 
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● 52 available PlanetLab nodes

● 25 states of USA 
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HTTP header manipulation 

Injected HTTP header Modified HTTP header

Request X-Forwarded-For
Via
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Cache-Control

Response Via
Connection

▪ National University of Singapore 
HTTP header is manipulated by college proxy.
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Injected warning page
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Internet censorship in China

▪ The Great Firewall of China (GFC) injects fake DNS 
responses to restrict access to domain names.

▪ The HTTP request with censored host name triggers 
GFC injects TCP reset packet to both client and server 
sides.
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Future work 

▪ PlanetLab is primary testbed for large-scale 
measurements
We would like to use other platform to launch  queries from all 
over the world.

▪ Other effect on application behaviour
Whether the middleboxes affect query latency?
Where the middlebox interference occurs?  Close to client ? 
Or close to server? 
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Questions?
Thanks
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