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User-Centric Infrastructure

Stable, hidden, shared vs
Dynamic, exposed, intimate
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[ Mortier et al, UIST’12; Crabtree et al, PUC' 14]

e Points of control

UNIVERSITY OF

CAMBRIDGE




Getting Out of the House

Our digital footprints pose
major societal challenges...
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Human-Data Interaction
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’ one action may be to feed inferences back

into input data for subsequent analysis
)

l inferences, often opaque to users, are drawn
persona from input data and used to drive actions

data

- actions based on our data and that
‘of others affect our subsequent behaviour *
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We believe current systems lack
Legibility, Agency, Negotiability

[ Mortier et al, SSRN’14; Crabtree & Mortier, ECSCW’15 ]
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“It was just a dumb thing. Then we put a chip in it.

Living in a Big Data loT World """

e |ntimate information about
us is collected and used

e |t augments already large,
rich data silos

e Never forgetting or forgiving

Key Challenge:

How do we enable individuals to
control collection and exploitation of
both their data and data about them?

35 UNIVERSITY OF “Big Data is visualized in so many
# CAMBRIDGE ways... all of them blue and with numbers and lens flare.”




Dataware: The Actors

subject
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Dataware: Implementing HDI
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[ Chaudhry et al, AARHUS’15; Haddadi et al, arXiv’'14]

=@z UNIVERSITY OF

“ N

“§> CAMBRIDGE



Dataware: Legibility
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Dataware: Agency
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Dataware: Negotiability
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Dataware: Constructing Interaction

sources
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Databox Unikernels
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Xen

ARM / x86  Xen/ARM enables the full Xen stack, including
Mini-OS, to run on low-power ARM boards
providing the ideal hardware platform
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Physical Interaction and the Databox

e Physical devices often easier to reason about
e Visible; Located; Proximity; Portability

e Physical access control is the norm
e “The bag of keys” is well understood

e For example,

e “when the grey tag is attached to my iPhone at home, the photos | take are
shared with no-one; but when the grey tag is attached to my iPhone away
from home, photos | take can be shared with family members”

e “when the red tag is plugged into my Databox, none of my data may be
accessed without direct permission from me”

e “access to our smart meter data is allowed only when | have the green tag
plugged into my Databox, and my wife has the green tag plugged into hers,
or when one of our tags is plugged in and we’re both in the house”
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BeerWQuestions!

http://mort.io

richard.mortier@cl.cam.ac.uk

http://hdiresearch.org/
http://homenetworks.ac.uk/

https://mirage.io
http://nymote.or
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